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Authority 
This standard was enacted by the UF Senior Vice President for Administration and the 
UF Interim Chief Information Officer on July 10, 2008 [5].  It was approved by the UF 
Chief Privacy Officer and UF General Counsel. 

 
 
What Constitutes Personally Identifiable Information? 
Information used for identification is protected by law [1].  UF calls this UF Personally 
Identifiable Information (UF-PII).  These limitations apply only to personal data covered 
under Florida Statute 817.5681.  Criminal penalties exist for misuse of other personal 
information [4].  UF requirements for protecting credit card information are covered in a 
different standard [3].   
 
UF-PII is name together with one or more of the following:   

 Social security number 

 Driver license number 

 Financial account number in combination with any security code, access code, or 
password. 

 
 

Limitations of UF-PII Use: 
1. Storage on and transmission between servers and desktops managed by UF IT 

Workers is permitted only for authorized roles.  Encryption is recommended.   
2. Storage on backup media is permitted only for authorized roles.  Strong encryption is 

required for easily portable backup media.  A backup policy must be documented that 
minimizes retention and specifies destruction of obsolete data. 

3. Storage on personally managed computers, portable computers, and removable 
media requires approval by the UF Privacy Office, even for authorized roles, and 
should be very rare.  Where such usage is unavoidable, strong encryption is required.   

4. Transmission involving non-UF servers and networks should be avoided and needs 
approval by the UF Privacy Office, even for authorized roles.  Encryption is required.   

5. Anyone with access to UF-PII must attend UF-sanctioned data protection training and 
must agree to comply with UF data protection requirements. 

6. Removal of UF-PII from UF premises requires approval by the UF Privacy Office [2]. 
7. Any alternatives or exceptions to these limitations must be approved by the UF 

Privacy Office.  They should be rare and they must be documented. 
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